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Abstract

Class-level machine unlearning has been proposed to
address security and privacy issues of deep neural net-
works (DNNs). However, existing approaches either ex-
hibit low performance or have excessive computation/stor-
age requirements. This makes them inapplicable in mobile
computing scenarios, where computation and memory are
severely constrained yet unlearning has to be performed
frequently and effectively. This limitation is mainly due to
the usage of a retain dataset, i.e., a sub-dataset contain-
ing the knowledge that the DNN should maintain after the
unlearning. In this paper, we propose CLUE, an unlearn-
ing algorithm that does not require a retain dataset. Our
key idea is to treat inputs coming from the forget class as
out-of-distribution data and to use knowledge distillation
to impose this constraint on the updated DNN. We have
experimentally evaluated CLUE on Resnet-20, ViT-Base,
and ViT-Large DNNs trained on CIFAR10, CIFARI100, and
VGGFace2 datasets. We have also implemented CLUE on
Raspberry PI and compared the power consumption and
latency of CLUE with respect to several existing baselines.
We show that CLUE improves power consumption by 68%
and latency by 90% while improving the unlearning perfor-
mance by up to 4.74%.

1. Introduction and Motivation

Addressing security and privacy concerns of DNNSs is of
fundamental importance to guarantee continued acceptance
of artificial intelligence by the broader population. Indeed,
as companies collect user data to improve their DNNGs, at-
tacks based on membership inference [|8] and model in-
version [39] can lead to theft of personal information [31].
To ensure privacy, existing laws such as the California Con-
sumer Privacy Act (CCPA) in the US [23] and the General
Data Protect Regulation (GDPR) in the EU [33, 37] require
companies to delete the data of individual consumers on re-
quest, also known as the right to be forgotten. This issue has
led to the emergence of machine unlearning, which aims at
removing from a trained DNN the influence of a subset of
data used for training without requiring complete retrain-

ing [3, 28]. Specifically, machine unlearning can be used
to remove a subset of the training data that has been identi-
fied as corrupted or poisoned (item removal) [3], removing
specific features (feature removal) [ 14,35], removing an en-
tire class (class removal) [30], and forgetting specific tasks
(task removal) [24].

In this paper, we focus on class-level machine unlearn-
ing (in short, referred to as “unlearning”). One of the most
important applications of class-level machine unlearning is
continual learning in constrained mobile systems, where the
neural network must forget outdated object classes to re-
move irrelevant knowledge and make room for new tasks in
order to adapt to new environments [13]. Beyond mobile
systems, prior work has proposed class unlearning to re-
move facial identification [0, 12, 30], defense against back-
door attacks [26, 36], and malicious classes [5]. Not sur-
prisingly, removing classes in real time on mobile devices
address several real-world applications. For example, in
smart-home scenarios where cameras are used to identify
household members, sometimes a particular face needs to
be removed while still recognizing other household mem-
bers — for example, parents may invoke the Children’s On-
line Privacy Protection Act (COPPA) to immediately delete
a minor’s data [1]. Another example regards sensors de-
ployed for wildlife monitoring, where conservation policies
often mandate discarding images of endangered species af-
ter rapid annotation while minimizing bandwidth [33].

These scenarios demonstrate that being able to jettison
a class quickly, entirely on device, and with no access to
the retain set is a pressing requirement for several applica-
tions. In this scenarios, unlearning needs to be seen not as
a scheduled maintenance task, but something that needs to
be performed as fast as possible and with as low resource
consumption as possible. As explained in Section 1 of the
Supplement, prior work has focused on addressing settings
where unlearning is performed on devices where computa-
tion and memory resources are not an issue. As such, they
assume access to a “retain dataset”, which is the original
dataset minus the data to be unlearned. However, using a
retain set increases the complexity and energy consump-
tion [2] of the unlearning process. Moreover, data access



may be restricted. Many real-world deployments discard
training data due to privacy laws (e.g., GDPR) or opera-
tional policies (e.g., healthcare, defense). In such cases,
the retain set is no longer available; this is especially true
for pretrained models. Fetching or storing it again may be
infeasible when performing on-device unlearning in data-
sparse, privacy-sensitive, and offline environments.
Summary of Major Contributions

e We propose Class-Label Unlearning for Efficiency
(CLUE) that does not require a retain dataset yet outper-
forms the state of the art. Our key intuition is that since
out-of-distribution (OOD) inputs are by definition drawn
from a distribution different than the training distribution,
we can modify the DNN so that inputs coming from a target
class to be unlearned (which constitute the forget set) will
be treated as OOD. We believe, this re-conceptualization of
the class unlearning adds a novel perspective to the problem
and to our knowledge, this has not been explored by prior
work. Further, to achieve this goal, as explained in Sec-
tion 3, CLUE uses a unique and innovative combination of
energy-based loss function [7], knowledge distillation [17]
and gradient masking [34].

e We supplement the conceptual novelty of CLUE exten-
sively benchmarking its performance on both Resnet-20 and
Vision Transformer (ViT) such as ViT-Base and ViT-Large
trained on CIFAR10, CIFAR100, and VGGFace?2 datasets.
The performance of CLUE has been characterized on Rasp-
berry Pi 5 and its power consumption and latency com-
pared with respect to several existing baselines. Our results
show that CLUE improves by up to 68%, 90% and 4.74%
(difference in average performance gap with “retrain from
scratch”) in terms of power consumption, latency and un-
learning performance while requiring up to 30% less mem-
ory than existing approaches. When evaluated against the
nearest state-of-the-art method, CLUE achieves an average
relative improvement of 27.28%, with gains as high as 70%
on the ViT-Base architecture with the CIFAR-10 dataset.
These results demonstrate that CLUE substantially outper-
forms existing approaches in both efficacy and efficiency, in
data access constrained setting without access to retain set.

Paper Organization. We first introduce preliminary no-
tions and definitions in Section 2, and then provide details
of the proposed CLUE in Section 3. Next, we present the
experimental setup in Section 4 and the related experimental
evaluation in Section 5. We compare energy consumption
and latency of CLUE in Section 6 and discuss future direc-
tions in Section 7. We defer the discussion of related works
to supplementary Section 1.

2. Preliminary Notions and Definitions

Class-Level Machine Unlearning. We consider class-
level machine unlearning class-level machine unlearning

(CMU) in the context of supervised learning. We denote
a DNN by Fy, where 0 is the set of parameters. We de-
fine a learning algorithm as A : § x D — 6*, which maps
a dataset D and DNN parameters 6 to a set of parameters
optimized for the corresponding dataset 8*. The dataset D
consists of N input-label pairs {x;,y;}:= sampled from
the space X' x ) which follows distribution Dy,..;,,. Here,
X denotes the input space and Y = {1,2,- - --, K'} repre-
sents the label space. We denote forget dataset with D¢ so
that the retain dataset is D,, = D\D;. We also define the
forget class cy € Y (assuming D constitutes of a single
class following the literature) as the class to be unlearned.
Given an input x;, vector z; = Fy- (x;) represents the logits
of the DNN.

Our goal is to remove the information related to the for-
get dataset D ¢ from the trained DNN Fy- without retrain-
ing from scratch and without accessing the retain dataset
D,. and without significantly affecting performance on D,..
Let us denote the parameters of the DNN retrained only
on the retain-set by #” and an unlearning algorithm with
U(0*,Dy). The goal of U(-) is to map the 6* to an-
other set of parameters 7. Due to the stochastic nature
of DNN training, " will be different for different train-
ing configurations or weight initializations - even for the
same performance of the DNN - forming a distribution for
a given dataset. As a result, exact unlearning is defined as
the case in which 6 comes from the same distribution as
0". We define as approximate unlearning the case where
d(Fpr (x), For(x)) == 0, where d(-) is an appropriate dis-
tance metric.

OOD Detection. Since the training data follow distribu-
tion Dirqin, an OOD sample is defined as an input-label
pair {x;, y;} that does not follow Dy,4;,. This may happen
when (i) label y; ¢ Y, meaning the class does not belong to
the label space and thus a shift in the semantic content of the
input has happened (e.g. emergence of a novel class) — also
known as semantic OOD which indirectly entails change in
input distribution Dy; (ii) label y; € Y and x; ¢ X, mean-
ing the distribution of the input does not follow the training
distribution — also known as covariate-shifted OOD or non-
semantic OOD.

Energy Function in OOD Detection. The energy function
introduced by Liu et al. in [25] is a common approach for
OOD detection. Specifically, p(x) - the likelihood that an
input x comes from In-Distribution (ID) should be low for
an OOD input. As such, Liu et al. drew on the similarity
of the formulation of the softmax probability of the DNN
to the Gibbs distribution. Specifically, Liu et al. [25] have
shown that the log-probability of the input p(x) is affinely
related to the Helmholtz free energy (HFE) defined in [22]



and given by Eq. (1).

E(x; Fy) =—T -log (Z eFo (x)/T) ' )
Yi

As such, HFE can be used to characterize the OOD samples,
as the ID samples usually have lower HFE than the OOD
samples. As explained in Section 3, CLUE uses this as a
proxy for the approximate unlearning outcome.

3. Overview of CLUE

Fig. 1 presents an overview of CLUE, which is based
on (i) an energy loss function L inspired by the HFE for
OOD detection; (ii) a knowledge distillation (KD) loss func-
tion Ly and (iii) a gradient masking process that excludes
the gradients while unlearning with a mask M which is con-
structed based on the weight salience of the forget dataset.
We describe the three parts next.
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Figure 1. Overview of CLUE. We highlight the six unlearning
steps (1)-(6), which are summarized in Section 3.1. After E un-
learning iterations, the resulting J-'QSE becomes the final unlearned
model Fj -

Energy Loss. An exact unlearning algorithm & maps the
optimized parameters of a DNN Fy« into #”. Since ex-
act unlearning is challenging, we consider approximate un-
learning. Our approach is to match the output of the un-
learned DNN Fy; to that of the DNN Fp- trained on the
retain dataset only. The key issue is that Fp- is not avail-
able since we do not assume to have access to the retain-set.
As such, we notice that after unlearning a particular class
¢y € ), the samples from the forget dataset D ¢ should be-
have the same as any other OOD samples. As a result, we
design an energy loss in Eq. (2) to make the samples from

D/ behave like OOD for the updated model:

Lo=1p X YO @

kaDf Yi

where |Dy| denotes the cardinality of the forget dataset.
From Section 2, Eq. (1), we know that OOD samples
have higher HFE than ID samples — in other words,
they have lower value of the partition function given by
Z eFot (<i)/T Thus, the forget dataset can be approxi-
mated as OOD data by minimizing this partition function
for the forget dataset D.

KD Loss. While the energy loss can induce OOD behavior
on the forget dataset, it does not provide any direct guid-
ance regarding the posterior probability of the DNN. This
adversely affects the retain classes as we show in Section
5. We hypothesize that this adverse effect is elicited from
the unguided change in the logit distribution of the retain
classes during unlearning. To make the update of the DNN
smoother by introducing guidance, we use KD by setting
the DNN before and after unlearning as the teacher and
student DNN, respectively. Using the KD loss provides
the unlearned model information about the retain set
embedded in the logits while aligning the representation of
the unlearn class with that of heavily corrupted OOD-like
inputs. This should counter balance any abrupt change
in the logit space introduced by the energy loss. We
define the parameters of the student DNN at ¢-th iteration as
0%, where 8° = #*. The KD lossfcan be written as inEq. (3):
D 0s(Fox (Xi,00d)),0s (F 5 (x4
Lrp = 2x;ep, Drr(os( |9D(f| 00d))0s (Fyi ( )))(3)
where o, denotes the softmax activation and D g, denotes
the Kullback-Leibler (KL) divergence. Variable X; ooq4
denotes the corrupted version of the input x; obtained with:

Xi,00d = X4 +n; n~ 7)7 (4)

Here, P denotes the noise distribution (for example, Gaus-
sian distribution \V' (i, o2) or bimodal Bernoulli distribution
B(ps, pp) for salt-and-pepper noise with probability of salt
and pepper noise p, and p, respectively). The key intu-
ition is that for sufficiently high noise power o2, the input
x; becomes akin to an OOD sample. In turn, this translates
to guiding the student DNN to align its posterior with the
posterior of 7. DNN fed with OOD data. Although Fy-
would be the ideal teacher DNN, we approximate the pos-
terior Fy- with that of Fy+, as we cannot access the former.
Minimizing the KD loss can help the student learn the pos-
terior distribution of the OOD data which is not possible
with energy loss alone. With the two losses, our final loss
function £,y for unlearning is given by Eq. (5) where A
is a hyper-parameter which sets the relative contribution of
the two losses.

Ly =Lxr+ X Lg &)



Gradient Masking. One of the key challenges of approx-
imate unlearning is preserving the accuracy on the retain
dataset. Hence, we adopt an interpretability based approach
inspired by [9]. Specifically, we create a gradient mask M
based on the saliency of the weights of the forget dataset.
To find the latter, we employ the importance estimation tool
proposed in [27]. We measure the importance R of a weight
w according to Eq. (6):

OLcE
ow

R(w) = ‘w ; M =1(R(w) > 1), (6)

where Lo denotes the cross entropy loss of the DNN for
the forget dataset. Next, we employ a threshold 7 to cre-
ate M. The value in a position of the mask corresponding
to a weight w of the DNN is 1 if its importance is above
the threshold, and zero otherwise. We apply this mask to
the gradient while updating the parameters of the student
model. Masking the gradient ensures that the parameters
containing the most information about the forget dataset are
getting updated. This also helps preserve the performance
of the DNN on the retain-set by leaving most of the weights
which contain information about the retain-set untouched.

3.1. The CLUE Unlearning Algorithm

We summarize the unlearning steps in Algorithm 1. Ini-
tially, both teacher and student DNNs are initialized with
Fo=. At the i-th update step, we compute the mask M for
the forget dataset using F, asi (step 1). Next, we feed a batch
of samples from the forget dataset to the student DNN, as
well as the corresponding corrupted version to the teacher
DNN (step 2). We compute the energy loss L for the stu-
dent DNN ‘7:951' (step 3) as well as the KD loss L, using
the outputs of both the teacher and student DNNs (step 4),
and combine them to get the total loss Ly (step 5). Fi-
nally, we update §° as follows (step 6):

91' = 91’—1 - /fvstep(M ©) VEJWU) . (7)

Here we abuse the notation a bit denoting both the up-
dated student model after each batch and after each itera-
tion epoch with #°. We perform these steps for £ number
of epochs. The end result is the unlearned model ;. De-
tails about the hyper-parameters (e.g. number of unlearn-
ing epochs, noise configuration, gradient threshold etc.) are
provided in Section 4 of the supplementary materials.

4. Experimental Setup

Datasets. Similar to existing work [6, 13, 30], we have
conducted experiments on CIFAR10 [21] and VGGFace2
[4] to benchmark unlearning performance on the tasks of
image classification and face recognition. We have also ex-
perimented with CIFAR100 [21]. For VGGFace?2 dataset,
we use a subset of 480 classes from [16]. We show the

Algorithm 1 The CLUE Unlearning Algorithm

1: Initialize: Teacher and Student DNNs with Fy-
2: fori =1to E do

3: // 8% is the Student DNN at the i-th iteration
4: // Compute each element My, of mask M

5:  foreachd; € 6" do '
6
7
8
9

My, = 1(10; - %582 | > 1)
end for
for each input x, in batch B? of D do
: X),00d = Xi + 1 // Noise n ~ Distribution P

10: ol = FL(Xk.00a) /I Teacher DNN FL
1 o = Fy.(x) /I Student DNN F;
12:  end for
13 Lxr = 187 Yox, Dr2(0s(0f), 05(0F))

4 Lp = X, 5, e /T

15: Ly =Lk + g

16 0" = 0" — pgep (M © VL)
17: end for

18: Output: Unlearned model Fy; = Fyr

results in Section 5 for class#2 and defer the results on ad-
ditional classes to supplementary Section 7.

DNN Architectures. For both CIFAR10 and CIFAR100,
we have performed experiments with Resnet-20 [15] and
ViT [8]. For VGGFace2, we have used the ViT-Large DNN
architecture. The rationale behind choosing the DNNs is
to show that CLUE can generalize across different types
of DNN-namely Convolutional Neural Network (CNN) and
transformer architecture. We choose a small CNN in this
respect to investigate the impact of DNN capacity on CMU.
Details of the training procedures of the DNNs can be found
in Section 4 of the supplementary materials.

Baselines. For comparison purposes, we have implemented
six machine unlearning methods along with the golden
standard (retrain from scratch) - Retrain:Random Labels
(RL) [13], Gradient Ascent (GA) [32], Influence Unlearn-
ing (IU) [19,20], Boundary Unlearning (BU) [6], Lipschitz
Unlearning (LU) [11], and Unlearning by Selective Impair
and Repair (UNSIR) [50]. We provide the details of the ap-
proaches in the supplementary Section 2. As only the BU
and LU consider limited access to data, we adapt the rest
of the baselines to use only the forget set. Bayesian Uncer-
tainty (BU) encompasses two methods - Boundary Shrink-
ing (BS) and Boundary expanding (BE).
Performance Metrics. Although there is no generally-
adopted performance metric for CMU, we use the metrics
(1)-(5) adopted in recent works [9,20], plus edge computing
metrics (6) and (7):

1. Unlearning Accuracy (UA) - measures the accuracy of

the DNN on the forget dataset;
2. Remaining Accuracy (RA) - the accuracy of the DNN



on the retain-set;

3. Testing Accuracy (TA) - the accuracy of the DNN on
the test set of the retained classes;

4. Membership Inference Attack (MIA) - infers whether a
sample belongs to the training set or not;

5. Run Time Efficiency (RTE) - time (in seconds) taken to
perform the unlearning process;

6. Energy - the amount of energy consumption for per-
forming unlearning measured in joules;

7. Latency - the time taken (in seconds) to perform un-
learning in the edge device.

For the MIA, following [20], we implement a
confidence-based attack [29, 38] and use the percentage of
forget samples correctly predicted as non-training samples
as the metric of unlearning performance. We note that the
first four metrics are reported as percentages. We compute
the gap between the performance of Retraining from scratch
(the golden standard) and the other unlearning methods for
each of the metrics from 1-4 and report their average to
summarize the overall performance of the methods.

5. Experimental Results
5.1. Unlearning Efficacy

Tables 1 and 2 compare the performance of CLUE
against the baselines on the ViT-Base architecture trained
on CIFAR10 and CIFAR100. As discussed in Sec. 4, we
measure the performance of unlearning using the gap be-
tween the four metrics UA, RA, TA, MIA and Retrain.
We also report the average of the gaps. We can observe
from the results that CLUE outperforms all the baselines.
Specifically, Boundary Shrinking (BS) and Boundary Ex-
panding (BE) are the closest to CLUE in terms of aver-
age gap, while CLUE yields performance improvement by
4.44% and 3.95% on CIFAR10 benchmark and 2.78% and
4.6% on CIFAR100 benchmark for ViT-base.

Tab. 3 and Tab. 4 compare the performance of CLUE
against the baselines on the Resnet-20 architecture trained
on CIFAR10 and CIFAR100. We observe that CLUE gen-
eralizes across different architectures and performs better
than the baselines. CLUE improves upon the nearest base-
line by 4.74% on CIFAR10 and by 0.4% on CIFAR100. We
observe that approaches such as LU [1 1] and UNSIR con-
sistently perform poorly. This is expected, as the UNSIR
approach forgets by directly learning from noise. A strong
noise impairs the information about the forget dataset yet it
also hampers the overall performance. LU processes each
sample separately, and as such, the parameters of the batch-
norm layers cannot capture the characteristics of the dataset,
thus hurting generalization. We add further discussion on
the results in supplementary Section 3. In summary, al-
though CLUE does not necessarily perform the best on each
metric, its average performance across all considered met-
rics is the best among the baselines. To emphasize the per-

formance of CLUE, when evaluated in terms of relative im-
provement from the nearest state-of-the-art method, CLUE
achieves 27.28% gains, reaching as high as 70% on the ViT-
Base architecture with the CIFAR-10 dataset.

Table 1. Performance on ViT-Base trained on CIFAR10. The val-
ues in the bracket represent the gap with Retrain.

Unlearning Average
Methods UA RA TA MIA Gap
Retrain 0 99.8 96.92 100
94.57 99.28 96.55 5.42
GA (94.57) | (0.52) | (0.37) (94.48) 47.485
0.02 84.11 81.56
RL 0.02) | (1569) | (15.4) 99.62(0.38) | 7.8725
97.26 | 99.35 97.10 2.70
v (97.26) | (0.45) | (-1.08) (97.3) 49.02
89.27 85.12
BE 0(0) 1053) | (11.8) 100(0) 5.58
4.73 92.33 89.55 95.26
BS 4.73) | (7147) | (71.37) (4.74) 6.07
0 11.11 11.11 100
LU (0) (87.66) | (85.81) (0) 43.36
98.91 99.26 | 97.01 1.08
UNSIR (98.91) | (0.54) | (-0.09) (98.92) 49.61
CLUE 2.04 98.42 95.86 97.95 1.63
(Ours) (2.04) | (1.38) | (1.06) (2.05) i

Table 2. Performance on ViT-Base trained on CIFAR100. The
values in the bracket represent the gap with Retrain.

Unlearning Average
Methods UA RA TA MIA Gap
Retrain 0 99.24 85.72 100
GA 0.44 92.03 81.50 99.55 3.08

0.44) | (7.21) | (4.22) | (0.45)

2509 | 91.63 | 8108 | 74
RL 1 2599) | 759) | (468) | 6) | 1000

86.22 92.72 82.18 13.77
v (86.22) | (6.48) | (3.54) | (86.33) 4564

0 81.84 71.39 100
BE 0) (17.60) | (14.33) 0) 797

0 | 8532 | 7501 | 100
BS © | 1392 | a0y | o 6.15

0 101 | 100 0
Lu © | ©823) | a1y | © | P73
3622 | 41.99 | 3612 | 3.7
UNSIR 1 2620y | (57.25) | 84.60) | (2633) | *890
CLUE | 022 | 9124 | 8077 | 9.7

(Ours) (0.22) (8) (4.95) | (0.33)

5.2. Computational Complexity

We provide details of the hardware specifications for
these experiments in Section 4 of the supplementary ma-
terial. Fig. 3 shows the run-time efficiency (RTE) results in
logarithmic scale. We notice that every baseline is faster
than Retrain. Even when fine-tuning a ViT-Base model
pre-trained on Imagenet on CIFAR10 dataset, it takes about
1035 seconds for the performance to stabilize on the retain
dataset. Compared to Retrain, CLUE provides 28.7x bet-
ter RTE and has 5.77x better RTE than BE and BS. The
reason CLUE is faster than BS is that it does not need to
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Figure 2. Visualization of the decision space of Resnet-20 (a) before unlearning class #2, (b) after unlearning class #2 with respect to the
ground truth labels, and (c) after unlearning class #2 with respect to the predicted labels.

Table 3. Performance on Resnet-20 trained on CIFAR10. The
values in the bracket represent the gap with Retrain.

Unlearning Average
Methods UA RA TA MIA Gap
Retrain 0 99.75 90.18 100
GA 8.66 79.43 76.54 91.33 12.83

(8.66) | (20.32) | (13.64) | (8.77)

20 | 8950 | 8222 | 7850
RL 20) | (1025) | (7.96) | 215 | 422

17.77 94.05 87.87 82.22
v (17.77) | (5.70) | (2.31) | (17.78) 1089

24 | 9163 | 8333 | 76
BE ) | 812 | 685 | o4 | P

46.17 93.26 86.58 53.82

BS @6.17) | (649) | 3.7) | @618y | 29
0 | TL1l [ 1LIT | 100
LU © | 8864 | 80.07) | © | %
0 | 1437 | 1423 | 100

UNSIR © | 8538) | (7595 | @ | 403
CLUE | 1048 | 9661 | 897 | 8950 |
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Figure 3. Run-time Efficiency. CLUE provides 28.7 x lower RTE
and has 5.77 x better RTE than BE and BS. This result is obtained
for ViT base architecture and CIFAR10 dataset.

search for the nearest class (necessitating the use of Fast
Gradient Sign Method (FGSM) or Projected Gradient De-
scent (PGD)) for each sample, which is computationally ex-
pensive. Although CLUE performs inference twice for each
input — once for the teacher and once for the student DNN

Table 4. Performance on Resnet-20 trained on CIFAR100. The
values in the bracket represent the gap with Retrain.

Unlearning Average
Methods UA RA TA MIA Gap
Retrain 0 87.84 62.85 100
GA 0 50.18 43.24 100 1431

0) (37.62) | (19.61) 0)

866 | 6752 | 5445 | 9133
RL T 8e6) | @032 | 84 |7 | '

0 | 6216 | 5150 | 100
v o | 568 | (1130 | © | >

111 | 62.60 | 51.60 | 98.88
BE (a1 | @524y | a120) | 12y | 260

2.44 62.95 51.55 | 96.66

BS (2.44) | (24.89) | (11.25) | (3.34) 1048

0 1.20 1.10 0
Lu 0) (86.64) | (61.75) | (100) 62.10
UNSIR 0 158 1.58 0 61.88

©0) | (86.26) | (61.27) | (100)
CLUE 377 | 6811 | 5475 | 96.22
Ours) | 377 | (19.73) | (8.10) | (3.78)

8.84

— those can be parallelized. In addition, BE modifies the
DNN architecture by adding an additional node at the last
layer, which requires retraining. Moreover, a large part of
the low RTE of CLUE is due to its low number of itera-
tions required for unlearning which is further illustrated in
supplementary Section 4.

5.3. Understanding the Decision Space of CLUE

To understand the impact of CLUE on the decision space
of the DNN, we visualize it in Fig. 2 for the training set
before and after the unlearning process. These results are
based on ResNet-20 trained on CIFAR-10, as larger datasets
are impractical to visualize. The forget class is Class #2.

Fig. 2(a) depicts the decision space before performing
the unlearning where well-clustered classes correspond to
high model accuracy (> 99%). Fig. 2(b) shows the de-
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Figure 4. The distribution of HFE before and after unlearning with
CLUE. The forget class is treated as OOD.

cision space after unlearning, plotted with respect to the
ground-truth labels. This plot helps us understand the cur-
rent decision boundary of the DNN. We notice that although
rearranged, the classes in the retain dataset still form tight
clusters which helps preserve accuracy. The rearrangement
of the classes in the decision space is due to the stochastic
nature of DNN training, which makes the DNN converge
to a different local minimum during the unlearning process.
Moreover, the area for the forget class in the decision space
has shrunk. Ideally, this would vanish entirely but UA =
10.48 indicates retention of information of the forget class.
However, the minimal overlap with the retain datasets sug-
gests that performance on the retain set is preserved.

Fig. 2(c) shows that that the inputs from the forget class
are being reassigned to different classes indicating the era-
sure of the information about the forget class which forces
the DNN to rely on the remaining classes for inference,
demonstrating successful unlearning. Figure 4 shows the
distribution of HFE before and after the unlearning with
CLUE, where we plot the OOD score proposed in [25],
i.e., the negative of the HFE. As shown in Fig. 4a (left)
and Fig. 4b (left), before unlearning, the samples of the
forget dataset and the retain dataset have indistinguishable
OOD scores. After unlearning with CLUE, we observe
from Fig. 4a (right) and Fig. 4b (right) that the samples in
the forget dataset have a lower OOD score (or higher HFE)
than the retain dataset. In summary, CLUE shrinks the de-
cision boundary of the forget class and forces their samples
to appear as OOD.

5.4. Why Are ViTs better at Unlearning?

Our results show that ViTs outperform ResNets in un-
learning performance, with a 4.92% and 5.47% gain on CI-
FAR10 and CIFAR100, respectively. We attribute this to

Table 5. Performance on ViT-Large trained on VGG-Face-2. The
values in the bracket represent the gap with Retrain.

Unlearning
Methods UA RA TA MIA | Gap
Retrain 0 98.25 89.36 100 0
BE 9.50 80.4 72.35 | 90.30 1351

9.50) | (17.85) | (17.01) | (9.70)
870 | 81.25 | 7043 | 9234
BS 870) | a7 | (18.93) | 7.66) | 1307
CLUE 320 | 8520 | 7630 | 98.20

(Ours) (3.20) | (13.05) | (13.06) | (1.80)

ViTs’ self-attention mechanism and larger capacity, which
enable more disentangled class representations. This is
supported by improved unlearning from ResNet20 to ViT,
though performance drops by 1.74% as dataset complexity
increases (Tabs. 1 and 2). On VGG-Face2 with ViT-Large,
CLUE doubles baseline performance, but the gap with Re-
train widens to 7.77% (Tab. 5).

On the other hand, the attention mechanism in ViT helps
it to focus on important parts of the image for inference. To
show this point, Tab. 6 shows the attention maps of ViT-
Base for three classes of CIFAR10. We notice that CLUE
can effectively reshape the attention maps of the forget class
#2 to achieve better unlearning performance, as the atten-
tion maps are almost unchanged before and after unlearn-
ing for class #0 and class #6. However, the attention map
for class #2 shows decreased attention and thus cannot cap-
ture the structure of the bird. This shows that a successful
unlearning approach for ViT selectively modifies the atten-
tion heads to lose focus on the forget dataset while retaining
focus on the retain dataset. Tab. 6 also serves the purpose of
illustrating the effect of CLUE on forget samples instead of
forget class - successful unlearning makes it harder for the
DNN to capture salient features of the forget samples and
focus on generic features learned across different classes of
the retain set. This is supported by the fact that in Tab. 6
ViT fails to detect the shape of the bird while focusing on
partial features like eyes common to other animal classes.

5.5. CLUE vs Random Soft Labels

Since CLUE uses strong noise to simulate the logit distri-
bution of OOD data, it is possible that the corrupted inputs’
logit distribution may resemble that of randomly assigned
soft labels. To test whether CLUE is merely equivalent to
assigning random soft labels, we compare its performance
against a random soft-labeling approach in Table 7. The
results reveal a significant performance gap of up to 40%,
demonstrating that simply using random soft labels is in-
sufficient for effective unlearning. Intuitively, a significant
difference lies in the fact that, unlike CLUE, random soft-
labeling significantly degrades the performance on the re-
tain set. This stems from the generation process of random
soft labels. As these labels are essentially randomly gener-



ated logits passed through softmax activation, they likely do
not resemble any categorical distribution that can be gener-
ated by the DNN. As the soft labels essentially encode in-
formation about all the classes, anomalous softlabels can be
harmful for updating the DNN as evident from Tab. 7. This
proves that the soft labels generated by the teacher in CLUE
are fundamentally different from random soft labels.

Attention Map Attention Map
Class ID Original Image Before After
Unlearning Unlearning

Class:0
(Airplane)

Class:2

(Bird)

Class:6 .

(Frog) [/

Table 6. Visualization of the attention maps of ViT-Base for three
classes of CIFAR10. Class #2 (Bird) is the forget class.

Table 7. CLUE vs assigning random soft labels to forget samples.
The values in the bracket represent the gap with Retrain.

Dataset/ Unlearning Average
Architecture Methods UA RA TA MIA Gap
Retrain 0 99.8 96.92 100
g{?ﬁ;ﬁg CLUE 2.04 98.42 95.86 97.95 1.63
(2.04) | (1.38) | (1.06) | (2.05)
Random 24.4 97.17 94.44 75.6 13.47
Softlabel (24.4) | (2.63) | (248) | (244) ’
CIFAR100 Retrain 0 99.24 85.72 100
ViT Base CLUE 0.22 91.24 80.77 99.77 337
0.22) (8) (4.95) | (26.33)
Random 0 51.41 47.48 0 43.04
Softlabel 0) (47.83) | (38.24) 0) ’
Retrain 0 99.75 90.18 100
R Lo | 1048 | 966l | 897 | 8950 |
(10.48) | (3.14) | (0.48) | (10.50)
Random 18.48 76.41 70.54 79.50 20,74
Softlabel | (18.48) | (23.34) | (19.64) | (21.50) ’
CIFAR100 Retrain 0 87.84 62.85 100
Resnet20 CLUE 3.77 68.11 54.75 96.22 8.84
(3.77) | (19.73) | (8.10) | (3.78)
Random 0 4571 41.49 100 15.87
Softlabel 0) (42.13) | (21.36) 0) ’

5.6. CLUE Ablation Study

We tested CLUE with (i) KD loss and gradient masking;
(i1) energy loss and gradient masking; (iii) KD loss, energy
loss, and gradient masking; (iv) KD and energy loss without
gradient masking. We ran the ablation study for CIFAR10
dataset and Resnet-20 architecture. The results are shown in
Tab. 8. We notice that removing gradient masking has the
most significant impact on performance, with the average
gap with Retrain increasing by 14.41%. Next, removing
the KD loss incurs an average gap increase of almost 4%,
highlighting its role in learning the posterior distribution of
OOD data. Without KD loss, the DNN optimizes energy
loss, sacrificing retain-set accuracy for unlearning. Finally,

the smallest gap was observed without energy loss, although
including it improved performance by over 1%.

Table 8. Ablation study for CLUE. The values in the bracket rep-
resent the gap with Retrain.

Approach UA RA TA MIA Avg. Gap
Retrain 0 99.75 90.18 100
KD Loss 13.04 95.58 88.71 87.95 76825
+Gradient Masking | (13.04) (4.17) (1.47) (12.05) )
Energy Loss 16.71 94.64 88.41 83.28 10.0775
+Gradient Masking | (16.71) (5.11) (1.77) (16.72) :
+E';DrgLy°EZSS 1048 | 9661 | 897 | 8951 |
+Gradient Masking (10.48) (3.14) (0.48) (10.49)
KD Loss 0 56.4 513 100 20,55
+Energy Loss 0) (43.34) | (38.88) 0) :

6. Implementation on Mobile Device

We have implemented CLUE on a Raspberry-Pi 5, which
was equipped with a quad-core ARM A76 System-on-Chip
(SoC) with 2.4 GHz clock speed and 8 GB LPDDR4 mem-
ory [10]. We run CLUE and the closest baselines for the CI-
FAR100 dataset on both Resnet-20 and ViT-Base. Fig. 5(a)
shows that CLUE outperforms the baseline approaches.
Specifically, CLUE achieves 25x less energy and is 33 x
faster than Retrain and is 68% faster and consumes 90%
less energy than BE. Apart from that we observe that for
ViT base model and batch size of 32, CLUE uses 2598 MB
peak memory while state-of-the-art approach BS takes 3729
MB which marks about 30% improvement in terms of mem-
ory consumption. For Resnet 20, memory consumption of
CLUE is 69.5MB while BS requires 116.81 MB.
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Figure 5. Latency and energy comparison.

7. Conclusions

We propose CLUE, a novel class-level unlearning
method for mobile devices that modifies the DNN to treat
forget class samples as OOD, without requiring access to
the retain dataset. Experiments across multiple architec-
tures and a real-world edge device show that CLUE im-
proves power consumption, latency, and unlearning perfor-
mance over existing baselines. Future work will explore
data-free unlearning and extend CLUE to tasks such as ob-
ject detection and semantic segmentation.
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